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Cybercrime is becoming increasingly sophisticated and devastating as 
time carries on while many processes and workflows that exist within 
organizations are stagnant. This project analyzed Blockchain Technology as a 
use-case for building upon simple processes and workflows that are often 
overlooked within organizations for the purpose of hardening security and 
strengthening non-repudiation. This project examined three main questions 
relating to; how Blockchain can enhance traditional cyber security practices, how 
Blockchain can be introduced to organizations as a ground-breaking and 
worthwhile solution to countering cyber-attacks, and the benefits and risks of 
implementing Blockchain within an organization. An investigation of traditional 
cyber security practices and existing use-cases of Blockchain Technology was 
conducted alongside the development of two prototype Blockchain applications in 
order to illustrate organizational use-cases. The results of this study concluded 
that Blockchain is capable of enhancing traditional cyber security best practices 
by serving as an effective method of access control; Blockchain can be 
introduced to organizations through platforms such as SIMBA that are easy to 
use and simple to understand; and lastly, there are various benefits and risks of 
implementing Blockchain within an organization such as the benefit of increased 
transparency and accountability and the risk of the technology being costly and 







Blockchain-based voting systems to ensure the integrity of elections, as well as 

























































It is with pleasure that I dedicate this project to everyone in my life who 
has encouraged me or even discouraged me at one time. It is because of you 
that I am who I am today. Cheers to the future, this is only the beginning. 
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Cybersecurity is recognized today to be more applicable within the lives of 
billions of individuals around the world than at any other time in the modern era. 
There is no longer a day that passes without there being reports of breaches that 
have taken place within organizations, usually resulting in the loss/theft of data 
belonging to millions of individuals. These breaches occur within government 
agencies, multinational conglomerates and even small to medium-sized 
businesses. Regardless of the size of the organization, they are all required and 
motivated by laws and regulations, e.g., HIPPA, Sarbanes Oxley; to do all that 
they possibly can to secure their data and prevent breaches from occurring. They 
are also motivated by the simple principle of keeping their customers happy. 
 
Some of the technologies that are considered to be competitors of 
Blockchain Technology are the implementation of domain controllers within an 
organization to authenticate and grant users permission to navigate through a 
network, a traditional network-attached storage system for storing files and 
granting permissions to said files, as well as software providers such as 
LogRhythm which is used for capturing logs and tracking changes that are made 
to files for the purpose of ensuring compliance to regulations such as those 
mentioned above. Blockchain Technology is superior in comparison to the other 
technologies due to it being able to: provide an architecture for authentication, 
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enforce read/write permissions for users, serve as a secure method to store and 
transfer data, as well as to track changes that are made on a system, ensuring 
non-repudiation for the purpose of adhering to compliance. This project will 
demonstrate how Blockchain Technology can be used to enhance traditional 
processes and workflows within organizations, specifically in the cybersecurity 
and supply chain environments. 
 
Blockchain is the technology that can undeniably transform the way that 
organizations protect data that is precious to both themselves as well as their 
customers. Blockchain has been applied successfully in providing secure cyber 
environments in organizations and even in an entire country. For example, the 
country of Estonia hashes their medical records and then records them to a 
Blockchain every second to ensure that data cannot be tampered with (Tinianow, 
2019). Blockchain has also been applied to authentication processes within three 
Irish banks. The Institute of Banking, Bank of Ireland, and Alb and Ulster Bank 
partnered with Deloitte to implement an Ethereum-based platform that will 
“support the verification, tracking, direct access to, and management of, 
regulatory and other professional designations, education qualifications and 
lifelong learning credentials” (Suberg, 2019). Furthermore, British Airways is 
implementing Blockchain within their organization for the purpose of streamlining 




This project will illustrate the potential that blockchain technology has to 
preserve the confidentiality, integrity, and availability of data by serving as a 
foundation of need to know environments within organizations and to furthermore 
enhance cyber security and supply chain best practices by playing a critical role 
in implementing risk management strategies to protect intellectual property. At 
this time, there have been few attempts to implement blockchain within 
organizations for the specific purpose of enhancing best practices and risk 
management. For example, there has been a case study done on implementing 
Blockchain within Denmark’s health system for identity and access management 
to patient data (Jacobsen & Makula, 2018). In addition, Blockchain would be a 
worthwhile component of implementing a Multi-Level Security (MLS) policy within 
organizational domains. The two projects done respectably by Jake Hyun and 
Garo Panossian emphasize Multi-Level Security based on the Bell-La Padula 
(BLP) model, which ultimately serves as a model of access control based on 
security levels such as Unclassified, Confidential, Secret, and Top-Secret 
(Panossian, 2019). This project will illustrate how Blockchain Technology can be 
an effective component of Multi-Level Security implementations. 
A blockchain is essentially a digital ledger that stores data within blocks 
that are cryptographically chained together (NIST, 2021). Once data is stored 
within a block, it cannot be modified or deleted. One of the first implementations 
of blockchain was to serve as a decentralized public ledger to store the entirety 
of transactions that take place using the Bitcoin cryptocurrency. More recently, 
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financial institutions have experimented with blockchain to securely facilitate cash 
transactions [Fintech News, 2020]. Blockchain has the potential to provide value 
to organizations in the sense that it can be tailored to meet the needs of those 
entities who choose to utilize it. A blockchain can be implemented in a way that 
allows it to be permissioned, meaning that only users who are given permission 
can read and/or write data to the blockchain, or it can be permissionless, 
meaning that anyone can read and/or write to the blockchain. The characteristics 
of blockchain, specifically its security mechanisms bring about three questions: 
1. In what ways can blockchain serve to enhance traditional cyber security 
practices? 
2. How can blockchain be introduced to organizations as a ground-breaking 
and worthwhile solution to countering cyber-attacks? 
3. What are the benefits and risks of implementing blockchain technology 
within an organization? 
 
 
This project will analyze and evaluate blockchain as a concept, its potential to 
be compatible with traditional cyber security and supply chain practices, as well 
as lay out the benefits and risks of blockchain and whether one outweighs the 
other. It will additionally cover blockchain as a secure solution for various 
interorganizational processes. This will be demonstrated by the design and 
implementation of a prototype Blockchain Solution. The NIST Framework will be 
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referenced to illustrate the importance of blockchain in enhancing traditional 






An Overview of Blockchain 
 
Blockchain is a relatively new technology having emerged in 1991 through 
work done by Stuart Haber and W. Scott Stornetta (Iredaleon, 2020). Their initial 
purpose behind Blockchain was to incorporate a cryptographic chain of blocks 













Satoshi Nakamoto was responsible for the first whitepaper that illustrated 
Blockchain as being equipped to enhance digital trust through decentralization, 
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meaning that there would not be any single entity who could control the 
Blockchain. This is the same technology that powers over 8,000 cryptocurrencies 
with a current total market capitalization of over $1.5 trillion and daily transaction 
volume of over $120 billion (CoinMarketCap, 2021). The two types of Blockchain 




Within a permissionless blockchain anyone can read and write to the 
blockchain without authorization. Permissionless blockchains are usually open- 
source and maintained by the public (NIST, 2021). The public is able to maintain 
permissionless blockchain networks by contributing resources such as computing 
power to the network (mining) or through staking tokens within a network. These 
two processes can be referred to as ‘reaching consensus’. 
According to the Blockchain Council, there are three primary 
characteristics that are associated with permissionless blockchains: Digital 
Assets. Transparency, and Decentralization. The cryptocurrencies known as 
Bitcoin and Ethereum exist on top of two of the most notable permissionless 
blockchain networks. 
Benefits. Permissionless Blockchains can be beneficial to implement if the 
 
entity is seeking to implement Blockchain to provide transparency. The data 
transmitted across a permissionless blockchain should never be highly-sensitive 
or classified but rather unclassified. Another major benefit of utilizing a 
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permissionless blockchain is that “network changes of any type can only be 
achieved if 51% of the users agree to it” (Sharma, 2019). 
Drawbacks. Permissionless Blockchains contain a few drawbacks 
 
depending on the entity seeking to implement. The first drawback is that security 
of the Blockchain is in the hands of the members of the Blockchain. The main 
security risk is the likelihood that the network can fall victim to a 51% attack. 
Although, users on permissionless blockchains can utilize the blockchain through 
public and private keys. The transparency that exists allows for the transaction 
history to be tracked and therefore less anonymous in nature. 
Permissioned Blockchain 
 
Within a permissioned blockchain, authorization is required to be able to 
read and write to the blockchain. Permissioned blockchains are ideal for use 
within organizations since they allow for data to be exchanged privately within the 
corporate network. The three primary characteristics of permissioned blockchains 
are: Transparency and Anonymity, Varying Decentralization, and Governance 
(Sharma, 2019). 
For example, assigned users are able to grant read and write permissions 
to individuals or groups for data that is located on the blockchain through utilizing 
Microsoft Azure Active Directory combined with Azure Blockchain. This project 
will illustrate a secure implementation of Microsoft Azure Blockchain alongside 
Microsoft Azure Active Directory and other Azure components. 
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Benefits. Permissioned Blockchains can be beneficial to implement if the 
 
entity is seeking to customize their blockchain or perhaps enforce access 
controls on all or certain portions of the blockchain. Another benefit that is 
provided by a permissioned blockchain is that it is able to scale efficiently. 
Permissioned blockchains are ideal for organizations to implement for internal 
use cases such as sharing information with auditors or vendors, or perhaps 
amongst trusted partners. 
Drawbacks. Permissioned Blockchains have drawbacks to them such as 
 
that authority figures that exist in the blockchain could cause great damage if 
they choose to go rogue or if their account is compromised. It is possible that a 
single individual could shutdown or even delete a permissioned blockchain that 
exists within organizational boundaries. This is considered to be a primary 









The CIA Triad 
 
Blockchain has the potential to improve upon the CIA triad by ensuring 
the confidentiality, integrity, and availability of any piece of information that is on 
it. It is important to be aware of the fact that a public blockchain would not be 
suitable for ensuring the confidentiality of information, but rather the 
transparency. However, a permissioned Blockchain could be tailored to ensure 
the confidentiality of data by allowing individuals to access specific sections of 
data on the Blockchain based on their permissions. The integrity of the data 
stored in a Blockchain can be upheld since data cannot be edited/removed once 
it is in the Blockchain. New transactions could occur on the Blockchain but they 
would not be able to be deemed valid by all of the existing nodes on the 
Blockchain. The availability of data in a Blockchain could be guaranteed since it 
would be located on every node that exists within the chain. There would not be 




Mandatory Access Control 
 
Mandatory access control (MAC) is best defined as a method on limiting 
the access of an object from a subject, based on the sensitivity of the data along 
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with a need-to-know requirement (Hyun, 2020). Blockchain technology is capable 
of enforcing MAC either directly or indirectly. Blockchain technology can enforce 
MAC directly through containing embedded user access levels. Each user who 
will have access to the Blockchain will contain an attribute that defines their 
usertype (Umberhocker et al., 2020). Access control can be guaranteed by the 
user types that will have to correlate with the transactions on the Blockchain. All 
users may have access to the blockchain, however, a smart contract that defines 
each usertype field and their varying access levels is capable of enforcing MAC 
on objects when the user attribute of an object matches the usertype field in a 
user profile, resulting in the condition of the smart contract being met(NIST, 
2021). The final result is that the user is permitted to access only the transactions 




PROTOTYPE BUILT ON AZURE 
 
 
Microsoft Azure was used to deploy the Blockchain within a virtual 
environment. The virtual environment consists of: a virtual network, a single 
transaction node along with an assigned public IP address that the Blockchain 
can be reached by invited users. The main component of the Blockchain 
prototype in Microsoft Azure is called the Azure Blockchain Service. The 
Blockchain Service is what contains the applications that run on Blockchain 

































Azure Active Directory Configuration 
 
After deploying the Blockchain Service, a Cloud PowerShell session was 
used to invoke the integration of Azure Active Directory with the Blockchain 
Service through an application known as the Azure Blockchain Workbench. This 
allows for authentication to be enforced through Active Directory, as well as any 



















Figure 4.1: Azure Active Directory Powershell Configuration 
Users and Groups 
Azure Active Directory was integrated into the Blockchain for the purpose 
of authentication. There are three users and four groups that were used in the 













Configuring the Blockchain Application 
 
The two configuration files that need to be uploaded to Azure to create the 



























Demonstration of the UserAccessRequest Blockchain Application 
Overview 
There are two users, user 1 and user 2. User 1 is a manager submitting a 
request for their new employee to be granted access to the HR folder located on 
a Network Attached Storage server. User 2 is an IT administrator with privileges 
to grant access to files. The UserAccessRequest Blockchain Application 
timestamps and hashes the request and the response ensuring non-repudiation. 
Confidentiality is ensured through the permissioned architecture of Azure 
Blockchain since User 1 and User 2 are required to authenticate through Azure 
Active Directory before being able to access the UserAccessRequest application. 




Upon navigating to https://myblockchain-ejibk6.azurewebsites.net/, User 1 
 
and User 2 must first enter their username and password before accessing the 
application. Following authentication, they are greeted with the home screen 





Figure 4.5: Blockchain Workbench Homepage 
 
 
After clicking on their application, they arrive at a page that allows for them 
to view details of the smart contract transaction that they invoked by submitting a 
request or a response or to create a new request. 
 
 





After clicking on the ‘New’ button, a window titled “New Contract” appears, 
allowing for the user to input their request. 
 
 
Figure 4.7: New Contract with Request Message 
 
 
Upon the creation of a request, the user is able to view the status, 
timestamp, state of the contract, the contract address, and the initial message. 
Since User 1 is the user who initiated the request, User 2 will login to the 










BLOCKCHAIN APPLIED IN THE SUPPLY CHAIN 
 
 
Supply Chain Transparency 
 
Supply Chain Transparency is defined as organizations being aware of 
what is happening upstream in the supply chain and communicating that 
knowledge internally and externally (Bateman & Bonanni, 2019). Supply Chain 
Transparency has become an increasingly important topic within the past 
decade. According to an article published in the Harvard Business Review, 
organizations are being pressured to reveal information regarding their supply 
chains for reasons such as: treatment of workers and proper sourcing of 
ingredients or materials (Bateman & Bonanni, 2019). Blockchain technology has 
all of the characteristics that would allow for organizations to accurately track and 
disclose assets that travel through their supply chain(s). IBM describes its 
Blockchain technology as being able to “Authenticate product origins” and “Trace 




Prototype Built on SIMBA 
 
SIMBA was used to develop a prototype Blockchain application that is 
capable of verifying the integrity of COVID19 vaccines as they journey through 
the supply chain. This is possible through the composition of a smart contract 
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that is constantly requesting for sensors to respond with the temperature at which 
the vaccine is being stored at. The requests and responses will be stored on a 
Blockchain as transactions. 
 
 
Designing the Smart Contract 
 
The smart contract that powers the prototype Blockchain application was 
designed as follows: 
 
 
1. Input “Vaccine” as an asset on the SIMBA graph. Input 
“retrieveTemperature” as a transaction on the SIMBA graph. Then 








Figure 5.1: Graph Illustrating Vaccine Temp Smart Contract 
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3. After saving the attributes, click on “<>” at the bottom right of the screen to 












4. Click on the cloud icon on the bottom left of the screen to save the newly 





Figure 5.4: Saving the Smart Contract 
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Deploying the Smart Contract 
 
The smart contract “vaccine_temp” was deployed on the Quorum Testnet as 
follows: 
1. Click on the “application” tab on the SIMBA dashboard and choose your 
newly created smart contract. 














































6. Lastly, choose a wallet or create one if you do not already have one. Input 
your password and click “Unlock”. Proceed to click “Deploy” and your 












Blockchain technology is capable of providing transparency and security 
to those who seek it. After conducting research and building the 
UserAccessRequest blockchain application, I found that Blockchain enhanced 
the process of submitting requests for access to files. The process is traditionally 
done via email and ideally stored in a ticketing system. However, Blockchain 
provided a secure interface that could only be accessible to those who were 
given permissions in Active Directory. The users who were granted permissions 
were only able to initiate communication with the Blockchain through inputting a 
link in their web browser that contained their username and private key for 
accessing the Blockchain. 
After conducting research, I came to the conclusion that there are pros 
and cons to implementing Blockchain within an organization. Blockchain can 
provide unrivaled transparency in processes, as well as non-repudiation. Since 
transactions that are written to a Blockchain cannot simply be deleted and 
forgotten about, those who utilize Blockchain will be forced to be accountable in 
terms of the processes that they are a part of. The User Access Request 
Blockchain application illustrates that there will always be a record of who 
requested what file with what level of access for whom. 
Future Use Cases 
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This project has demonstrated that there are many use cases for 
Blockchain on an enterprise and personal level. Blockchain technology’s 
scalability and security are top-tier, allowing for applications to be built on top of a 
Blockchain and integrated with services such as Active Directory and SQL for 
authentication and authorization. There is enormous potential for governments to 
utilize Blockchain in the voting process to ensure integrity of elections. The digital 
ledger would be able to keep track of votes and ensure that votes could not be 
thrown out or tampered with once on the Blockchain. Fake votes would not be 
able to be added to the Blockchain unless they are paired with an existing ID 
number. 
Another use case would be for Blockchain to serve as a platform for 
recording those who have been administered a vaccine for COVID19 or other 
viruses that may emerge in the future. For example, a Blockchain mobile 
application could be programmed and then downloaded by those who have been 
given the vaccination. The application will contain a QR code that serves as the 
individual’s unique public key and contain PII as well as their vaccination date 
and type. Airports, concert venues and other locations that host large gatherings 
would be able to scan the QR code on an individual’s device and determine their 
vaccination status and then proceed to grant or deny access to the location. 
These are just a couple of use cases out of many for Blockchain 
applications. The ability to customize applications on the Blockchain and 
integrate those applications alongside other applications and within various 
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environments allows for endless opportunity to scale Blockchain and tailor it to 
solve problems and improve upon traditional processes within organizations and 

























Decentralization the transfer of control and decision- 
making from a centralized entity 
(individual, organization, or group thereof) 
to a distributed network. 
Consensus a fault-tolerant mechanism that is used in 
computer and blockchain systems to 
achieve the necessary agreement on a 
single data value or a single state of the 
network among distributed processes or 
multi-agent systems 
Smart contract a self-executing contract with the terms of 
the agreement between buyer and seller 
being directly written into lines of code 
Active directory a database and set of services that 
connect users with the network resources 
they need to get their work done 
Powershell a cross-platform task automation solution 
made up of a command-line shell, a 
scripting language, and a configuration 
management framework 
Off-Chain File system A database or dedicated file system that 
stores data outside of the blockchain 
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